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4.2

Revision History

Revision Date Author Description
A 03/04/2021 | Radio Dispatch Engineering Group | Initial Release
B 03/11/2021 | Radio Dispatch Engineering Group | Enabling ping updated

Required Equipment
e |IP-30XX Console

Overview

The purpose of this document is to give instructions to IT administrators that need to make changes to the IP-
30XX underlying Operating System. It will show how to access the administrator account, access the desktop

of the OS, as well as enable pinging in the firewall.
Gaining Administrator Access
Logging in as Admin

Press Ctrl-Alt-Del

Select Log Off

Select DispatchAdmin Account

Enter password(default is telex)

Windows will require you to change password

agrwdPE

Accessing the Desktop

After logging in as DispatchAdmin press Ctrl-Alt-Del
Select Task Manager
Select File -> Run new task

wn e

15 Task Manager

File | Options  View

Run new task iJFI history Startup  Users Details  Services

Exit

e

Mame

Enter explorer.exe
Check Create this task with administrative privileges

S

32%
CPU | Status
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3 Create new task *
Es;'—“fjl Type the name of a program, folder, document, or Internet

resource, and Windows will open it for you.

Qpen: | explorer.exe -

ECreate this task with administrative privileges.é

Cancel Browse...

6. Select OK
7. Windows Desktop is now shown and windows can be used as normal
Note: Start Menu is still disabled in this mode.
5. Enabling ping

1. Press Windows Key-R
2. Enter gpedit.msc and select OK

=7 Typethe name of a program, folder, document, or Internet
rescurce, and Windows will open it for you.

gpedit.msc R

Open:

Cancel Browse...
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H local Group Policy Editor
Eile Action View Help
ol ANc] i HEY

=] Local Computer Palicy Narme s
v (& Computer Configuration

» || Software Settings

~ | Windows Settings

» || Name Resolution Policy
é‘ Scripts (Startup/Shutdown)

» B Deployed Printers
v i Security Settings

» 4 Account Pelicies

There are no items to show in this view.

> [ 4 Local Policies
v || Windows Defender Firewall with Advanced Security
v f Windows Defender Firewall with Advanced Security - Local Group Policy Object
Inbound Rules
ES Cutbound Rules
E'!. Connection Security Rules
| Metwork List Manager Policies
» || Public Key Policies
» || Software Restriction Policies
» || Application Control Policies
> g IP Security Policies on Local Computer
» || Advanced Audit Policy Configuration
> gl Policy-based QoS
» || Administrative Templates
v ¢, User Configuration
| Software Settings
» || Windows Settings
» || Administrative Templates

3. Navigate to: Local Computer Policy/Computer Configuration/Windows Settings/Security Settings/Windows
Defender Firewall with Advanced Security/Windows Defender Firewall with Advanced Security — Local
Group Policy Object/Inbound Rules

4. Right click Inbound Rules->New Rule...
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* New Inbound Rule Wizard

Rule Type
Select the type of firewall rule to create.

Steps:

@ Rule Type What type of ule would you like to create?

@ Program

@ Protocol and Ports () Program

@ Scope Rule that controls connections for a program.

& Action ) Port

@ Frofle Rule that contrals connections for a TCP or UDF port.
@ Name ) Predefined:

@Firewall AP dll -80200
Rule that controls connections for a Windows experience.

@® Custom
Custom nule.

<Back | Net> || Cancel

5. For the Rule Type enable Custom radio button and select Next
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* New Inbound Rule Wizard

Program
Specify the full program path and executable name of the program that this rule matches.

Steps:
@ Rule Type Does thiz nule apply to all programs or a specific program ?
& Program
@ Protocol and Ports ® Al programs
o Eani Rule applies to all connections an the computer that match other nule properties.
@ Action
) This program path:
@ Profile =
Bre
& Hame Example: cpath‘\program exe

“ProgramFiles . \browser\browser exe

Services Customize. ..
Specify which services this rule applies to.

<Bck  Canee

6. For the Program enable All programs radio button and select Next
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* New Inbound Rule Wizard X

Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:

& FRule Type To which ports and protocols does this rule apply?

& Program

# Protocol and Ports Protocol type: ICMPv4 <
@ Scope Protocol number: ; 1=

@ Action

@ Profile Local port: All Ports

@ Name

Example; 80, 443, 5000-5010
Bemate port: All Ports

Example: 80, 443, 5000-5010

Intemet Caontrol Message Protocol | Customize .. i
(ICMP) settings: | S ittt

<ok |[hot> ][ Cance

7. For the Protocol and Ports select Protocol type->ICMPv4 and select Customize
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Customize [CMP Settings

Apply this rule to the following Intemet Control Message Protocal (ICMFP)
connections:

(® Al ICMP types
() Specific ICMP types

[] Packet Too Big

[] Destination Unreachable
[ Source Quench

[] Redirect

[] Echo Request

[] Router Advertisement
[] Router Solictation

[ Time Exceeded

[] Parameter Problem

[] Timestamp Request
[] Address Mask Request

Type:

This ICMP type:

0 Code:

8. For the Customize ICMP Settings enable All ICMP types radio button and select OK
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* New Inbound Rule Wizard X
Scope

Specify the local and remote |P addresses to which this rule applies.

Steps:

@ Rule Type
@ Frogram Which local IP addresses does this rule apply to?
@ Protocol and Ports ® Any IP address

& Scope (O) These IP addresses:

Action
Prafile

& & &

Name

Customize the interface types to which this rule applies: | Customize... |
Which remote IP addresses dees this rule apply to?

® Any IP address

(C) These IP addresses:

<Back || MNext> | Cancel

9. For the Scope enable Any IP address radio buttons and select Next
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* New Inbound Rule Wizard

Action
Specify the action to be taken when a connection matches the conditions specified in the nule.

Steps:
@ Rule Type What action should be taken when a connection matches the specified conditions?
& Program
@ Allow the connection
. Pt dn Sl This includes connections that are protected with IPsec as well as those are not.
# Scope
Adi () Allow the connection if it is secure
— i This includes only connections that have been authenticated by using |Psec. Connections
@ Profile will be secured using the settings in |Psec properties and rules in the Connection Security
Rule node.
@ Name

) Block the connection

<Bck  Canee

10. For the Action enable Allow the connection radio button and select Next
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* New Inbound Rule Wizard X
Profile

Specify the profiles for which this rule applies.

Steps:
@ Rule Type When does this rule apply?
& Program
@ Protocol and Ports Domain
@ Scope Applies when a computer is connected to its corporate domain.
@ Action Private
Applies when a computer is connected to a private netwark location, such as a home
w  Profile
or work place.
@ Name Public

Applies when a computer is connected to a public network location.

<ok |[hot> ][ Cance

11. For the Profile enable the Profiles to apply the rule and select Next
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* New Inbound Rule Wizard

Name

Specify the name and description of this rule.

Steps:

@ Rule Type

& Program

@ Protocol and Ports

& Scope Name:

o b [ICMP va

@ Profile Description {optional):
& N Enable Ping|

T

12. For the Name enter a Name and Description and select Finish

Bosch Security Systems, Inc. Proprietary
8601 East Cornhusker Hwy Lincoln NE 68507

11



